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Abstract

The rapid expansion of digital platforms has transformed modes of communication, content
creation, and social interaction, but it has simultaneously intensified risks to child safety in the
digital ecosystem. The rise of viral content often driven by algorithmic amplification,
monetization incentives, and platform engagement metrics has exposed children to
unprecedented forms of exploitation, privacy violations, and psychological harm. This paper
critically examines the legal accountability of digital platforms in light of recent viral cases
involving minors, including incidents of unauthorized circulation of private content, online
sexual exploitation, and digital harassment. It explores how the architecture of social media
platforms contributes to the rapid dissemination of harmful material and assesses whether
existing legal frameworks adequately respond to such challenges. The study undertakes a
doctrinal and comparative analysis of child protection laws, intermediary liability regimes, and
data protection norms, with particular reference to Indian law and international human rights
standards such as the UN Convention on the Rights of the Child. It evaluates the effectiveness
of legal mechanisms such as the Information Technology Act, intermediary guidelines, and
platform self-regulation policies in preventing harm and ensuring timely accountability. The
paper further examines the tension between freedom of expression, platform immunity, and the
duty of care owed to children in digital spaces. By analyzing recent viral incidents involving
minors, this research highlights systemic gaps in enforcement, victim redressal, and platform
governance. It argues for a child-centric regulatory approach that strengthens accountability,
enhances proactive monitoring, and prioritizes the best interests of the child in digital
environments.
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1. Introduction: Digital Platforms and the Growing Vulnerability of Children in Online
Spaces

The rapid expansion of digital technologies has fundamentally reshaped the social, cultural,
and psychological landscape of childhood. Digital platforms have become integral to children’s
daily lives, influencing how they communicate, learn, socialize, and express identity. From
social networking sites and short-video platforms to online gaming communities and
messaging applications, the digital environment now functions as an extension of children’s
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lived reality. While these platforms offer unprecedented opportunities for creativity, learning,
and participation, they simultaneously expose children to new and complex forms of
vulnerability that traditional child protection frameworks were never designed to address.

In contemporary digital ecosystems, children are no longer passive consumers of content but
active participants whose online presence often begins at an early age. This heightened
visibility, however, brings with it a significant imbalance of power. Digital platforms are
governed by opaque algorithms, commercial incentives, and data-driven architectures that
children neither understand nor control. As a result, minors frequently engage in online spaces
without meaningful awareness of privacy implications, long-term reputational risks, or the
permanence of digital footprints. This asymmetry between technological power and child
agency renders children particularly susceptible to exploitation, manipulation, and
psychological harm.!

The paradox of digital empowerment lies in the simultaneous expansion of opportunity and
vulnerability. While online platforms democratize expression and allow children to share
talents, opinions, and experiences, they also expose them to surveillance, data extraction, and
potential misuse of personal information. Unlike adults, children lack the cognitive maturity
and legal capacity to provide informed consent in digital environments, making them uniquely
vulnerable to coercion, misrepresentation, and exploitation. The permanence and replicability
of digital content further intensify this vulnerability, as once material enters the public domain,
control over its circulation is effectively lost.

A defining feature of the contemporary digital landscape is the phenomenon of virality. Content
today spreads at unprecedented speed, driven by algorithmic systems designed to maximize
engagement rather than safeguard well-being. When such systems amplify content involving
children whether through misinformation, sensationalism, or manipulated media the resulting
harm is often irreversible. The rapid circulation of content can lead to reputational damage,
emotional distress, social ostracization, and long-term psychological consequences. Legal
remedies, which typically operate at a slower pace, struggle to offer timely or effective relief
in such scenarios.?

Traditional child protection frameworks were largely designed to address physical abuse,
neglect, or exploitation occurring in identifiable physical spaces. However, digital harm often
manifests invisibly, transcends geographical boundaries, and involves anonymous or
automated actors. The absence of physical proximity does not diminish the severity of harm,;
instead, it often exacerbates it through continuous exposure, public scrutiny, and social
judgment. In many cases, children experience secondary victimization through public
discourse, victim-blaming, and repeated circulation of harmful material, compounding the
initial trauma.

In countries like India, where digital penetration has expanded rapidly, these challenges are
particularly pronounced. The widespread availability of affordable smartphones and internet

! Ishan Gupta, “Evolving Scope of Intermediary Liability in India,” 23 Journal of Information Technology &
Politics 145 (2023).
2 S. Kashyap, “India’s Evolving Legal Battle Against Deepfake Technology,” 7 SCRIPT-ed 98 (2025).
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access has enabled millions of children to enter digital spaces with minimal regulatory
safeguards. While legislative frameworks such as the Information Technology Act, the
Protection of Children from Sexual Offences Act, and the Digital Personal Data Protection Act
attempt to address aspects of online harm, enforcement remains fragmented and reactive. The
speed and scale of digital virality frequently outpace institutional responses, exposing
significant regulatory and enforcement gaps.’

This evolving landscape underscores the urgent need for a child-centric approach to digital
governance. Protecting children in online spaces requires more than reactive legal mechanisms;
it demands a preventive, rights-based framework that prioritizes the best interests of the child.
Such an approach must recognize digital platforms not merely as neutral intermediaries but as
powerful actors whose design choices and governance structures profoundly shape user
experiences. Only by embedding child protection principles into the architecture of digital
systems can meaningful safeguards be established in the contemporary digital ecosystem.

2. Viral Content and the Architecture of Digital Harm: How Algorithms Amplify Risks
to Children

Virality has emerged as one of the most defining characteristics of the digital age, reshaping
how information is created, circulated, and consumed. In contrast to traditional media systems
governed by editorial oversight, digital platforms rely on algorithmic curation to determine
visibility and reach. These algorithms prioritize engagement metrics such as clicks, shares,
comments, and watch time, often amplifying content that evokes strong emotional reactions.
While this model enhances user engagement, it also creates structural conditions that allow
harmful content involving children to spread rapidly and uncontrollably.

Algorithmic amplification is not a neutral process. It reflects the underlying commercial logic
of platform economies, where attention translates directly into revenue. Content that provokes
outrage, curiosity, or sensational interest tends to perform better within these systems,
regardless of its ethical implications. When such content involves minors whether through
misinformation, sexualized imagery, or identity manipulation the harm is magnified. The
algorithm does not differentiate between ethical and unethical engagement; it merely responds
to patterns of interaction.*

One of the most troubling manifestations of this phenomenon is the rise of deepfakes and
digitally manipulated content. Advances in artificial intelligence have made it increasingly easy
to fabricate realistic images and videos that falsely depict individuals in compromising or
harmful situations. When such content targets children or young individuals, the consequences
are severe and enduring. Even after the content is debunked or removed, digital traces often
persist, continuing to circulate through secondary platforms and private networks. The

3 Vishal Majithia, “The Changing Landscape of Intermediary Liability in India,” 11 Indian Journal of Law and
Technology 201 (2019).

4 Social Media Regulation Group, “Social Media Platform Regulation in India: A Special Reference to the IT
(Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021,” 12 Indian Journal of Legal Studies 87
(2021).
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psychological impact of such exposure can be profound, affecting self-esteem, mental health,
and social relationships.

The architecture of digital platforms also contributes to the rapid normalization of harm.
Recommendation systems frequently expose users to increasingly extreme or sensational
content, creating feedback loops that amplify harmful narratives. In such environments, ethical
boundaries are blurred, and public sensitivity to harm diminishes. The collective behavior of
users through sharing, commenting, or even passive consumption becomes a mechanism of
harm reproduction, transforming individual acts into systemic failures.’

Economic incentives further entrench this problem. Platform profitability is closely tied to user
engagement, creating a disincentive for proactive moderation. Content removal often occurs
only after public backlash or legal intervention, by which point the damage has already been
done. This economic structure places corporate interests in tension with the moral and legal
obligation to protect children. The absence of stringent accountability mechanisms allows
platforms to externalize the social costs of digital harm while retaining financial benefits.

The diffusion of responsibility within digital ecosystems complicates legal accountability.
Harm emerges not from a single actor but from an interaction between users, algorithms,
platform policies, and regulatory gaps. Traditional legal frameworks, which rely on identifiable
perpetrators and clear causal links, struggle to address such distributed harm. This has led to
growing calls for a shift toward risk-based and duty-of-care models that recognize the systemic
nature of digital harm.

Reframing accountability in the age of algorithms requires acknowledging that technological
design is never value-neutral. Decisions about content moderation, recommendation systems,
and data use are inherently normative and must be subjected to ethical and legal scrutiny. A
child-centered approach demands that platforms incorporate safety-by-design principles,
including proactive detection of harmful content, age-appropriate defaults, and transparent
moderation practices.

Ultimately, addressing digital harm requires a fundamental rethinking of platform governance.
Protection of children cannot be an afterthought or a reactive measure triggered by public
outrage. It must be embedded within the architecture of digital systems themselves. Only
through structural reform, informed regulation, and a commitment to child rights can the digital
environment evolve into a space that nurtures rather than endangers its youngest participants.’

3. Legal Framework Governing Child Protection in the Digital Space: National and
International Perspectives

The protection of children in digital environments has emerged as one of the most complex
legal challenges of the contemporary era. Traditional legal frameworks, originally designed to
address physical and geographically bounded forms of harm, are increasingly strained when

5 Vijay Palke, “India Intermediary Liability and Accountability of Social Media Platforms,” 6 International
Journal of Research Publication and Reviews 45 (2024).

6 P. Majumdar, “Family-Centered Approach to Child Protection Services in India,” 4 Child & Family Social
Work 32 (2025).
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confronted with borderless digital platforms, algorithmic governance, and rapidly evolving
technologies. As children’s lives become deeply embedded within online ecosystems, the law
is compelled to adapt to new forms of vulnerability, harm, and responsibility. Both national and
international legal regimes have sought to respond to these challenges, yet significant gaps
remain in translating normative commitments into effective protection.

At the international level, the foundational legal framework for child protection is the United
Nations Convention on the Rights of the Child (UNCRC), 1989, which recognizes children as
independent rights-bearing individuals entitled to special protection. Articles 3, 16, 17, and 19
of the Convention collectively impose obligations on States to act in the best interests of the
child, protect children from arbitrary interference with privacy, ensure access to appropriate
information, and safeguard them from all forms of abuse and exploitation. Although drafted
before the advent of social media, the UNCRC'’s principles remain highly relevant in the digital
context. The Committee on the Rights of the Child has subsequently clarified that these
protections extend fully to digital environments, emphasizing that states must regulate digital
service providers and ensure child-sensitive design and governance of online platforms.’

Complementing the UNCRC, several international instruments address child exploitation and
online abuse more directly. The Optional Protocol on the Sale of Children, Child Prostitution
and Child Pornography strengthens obligations to criminalize and prevent online sexual
exploitation. Additionally, the Council of Europe’s Lanzarote Convention and the Budapest
Convention on Cybercrime provide frameworks for cross-border cooperation, investigation,
and prosecution of online offences involving children. While not universally ratified, these
instruments reflect an emerging international consensus that digital harms require coordinated
transnational legal responses, particularly in light of the borderless nature of cyberspace.

At the domestic level, India’s legal framework for child protection in the digital sphere is
multifaceted but fragmented. The primary statutory instrument governing digital activity is the
Information Technology Act, 2000, which establishes offences relating to electronic data,
cybercrime, and intermediary liability. Sections 67, 67A, and 67B of the Act criminalize the
publication or transmission of obscene, sexually explicit, and child sexual abuse material in
electronic form. While these provisions provide a legal basis for prosecuting digital sexual
exploitation, they were enacted at a time when social media ecosystems and algorithmic
amplification were not yet fully developed. Consequently, their scope remains limited in
addressing contemporary challenges such as deepfakes, viral misinformation, and identity-
based digital harm.®

The Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules,
2021, represent an attempt to modernize intermediary regulation by imposing due diligence
obligations on digital platforms. These rules mandate grievance redressal mechanisms, time-
bound takedown obligations, and enhanced compliance requirements for significant social

7 Saman Devgan, “Cybercrime and Social Media Platforms: Accountability in the Indian Context,” 5(1)
International Journal of Law, Justice and Jurisprudence 835 (2025).

8 Devi Novira, Widiah Sri Astuti & Others, “Legal Protection of Children’s Personal Data in the Digital Era,”
International Journal of Scientific Research 1 (2025).
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media intermediaries. Although framed as accountability measures, their effectiveness in
protecting children remains contested. Critics argue that the focus on content removal rather
than systemic risk mitigation results in reactive governance, where harm is addressed only after
it has already occurred. Moreover, concerns persist regarding transparency, overreach, and the
potential chilling effect on freedom of expression.’

Another critical pillar of child protection in India is the Protection of Children from Sexual
Offences Act, 2012 (POCSO). Designed as a comprehensive statute to address sexual offences
against children, POCSO has been increasingly invoked in cases involving online exploitation.
Its broad definitions of sexual abuse and sexual harassment enable its application to digital
contexts, including the circulation of sexualized images and online grooming. However,
enforcement challenges persist, particularly in cases involving anonymous perpetrators, cross-
border platforms, and the rapid dissemination of harmful content. The criminal justice system’s
limited technological capacity often hinders timely investigation and victim-centric redress.

The enactment of the Digital Personal Data Protection Act, 2023 marks a significant
development in India’s digital governance framework. By recognizing personal data protection
as a legal right, the Act introduces principles of consent, purpose limitation, and data
minimization. Importantly, it acknowledges children as a special category of data principals,
imposing heightened obligations on data fiduciaries processing children’s data. While the Act
represents a step forward, its effectiveness will depend on robust enforcement mechanisms and
its ability to address the commercial exploitation of children’s data by digital platforms.

Despite these legislative developments, a critical gap persists between legal norms and lived
realities. Existing laws tend to operate in silos, addressing discrete aspects of harm without
adequately accounting for the interconnected nature of digital ecosystems. The rapid pace of
technological innovation often outstrips legislative reform, leaving regulatory vacuums that
platforms exploit. Moreover, enforcement agencies frequently lack the technical expertise and
resources necessary to investigate algorithm-driven harms or engage in cross-border
cooperation effectively.!”

From a comparative perspective, jurisdictions such as the European Union have begun to adopt
more holistic approaches through instruments like the Digital Services Act and the proposed
AT Act, which impose proactive risk assessment and mitigation obligations on platforms. These
frameworks reflect a shift from reactive liability to preventive governance, emphasizing
systemic accountability over individual culpability. Such approaches offer valuable lessons for
India, particularly in embedding child rights considerations into platform design and regulatory
oversight.

Ultimately, the legal regulation of child protection in digital spaces must evolve from
fragmented, reactive interventions to a coherent, rights-based framework grounded in the
principle of the best interests of the child. Law must not merely respond to harm after it occurs

% Nidhi Singh, “The New Digital Labor: Legal and Ethical Frameworks for Protecting Child Influencers in a
Monetized World,” 5 Indian Journal of Integrated Research in Law 1032 (2025).

19 Priyanshi Soni, “Children’s Rights and Online Safety in India: Legal Gaps in the Digital Age,” 4 Journal of
Legal Research and Juridical Sciences 177 (2025).
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but anticipate and prevent foreseeable risks inherent in digital architectures. This requires
harmonization between domestic legislation, international norms, and technological
governance, coupled with institutional capacity-building and public awareness.

In the absence of such integrated reform, legal frameworks risk remaining symbolic rather than
transformative. Protecting children in the digital age demands a reimagining of legal
responsibility one that recognizes platforms as active participants in shaping online
environments and holds them accountable for the foreseeable consequences of their design
choices. Only through such a paradigm shift can law meaningfully safeguard children in an
increasingly digital world.!!

4. Platform Accountability and Intermediary Liability: An Analysis of Recent Viral Cases
Involving Minors

The growing incidence of viral controversies involving minors has foregrounded critical
questions regarding the responsibility of digital platforms in preventing, mitigating, and
remedying online harm. While traditional legal discourse has often focused on individual
perpetrators, recent cases reveal that harm in the digital ecosystem is rarely the product of
isolated actions. Instead, it emerges from a complex interaction between user behaviour,
algorithmic amplification, platform governance failures, and regulatory inertia. The cases
involving Subhashree Sahu, Gungun, Payal Dhare (popularly known as Payal Gaming), and
Sweet Zannat illustrate how digital intermediaries function not merely as passive conduits but
as active facilitators in the circulation of harmful content.

In the case of Subhashree Sahu, the viral circulation of alleged private content demonstrated
how quickly digital platforms can transform unverified material into mass spectacle. Despite
questions regarding authenticity and consent, the content was amplified through shares,
reposts, and algorithmic recommendations across platforms. The absence of immediate
takedown mechanisms and proactive detection tools allowed the content to proliferate
unchecked, subjecting the individual to widespread humiliation and psychological distress.
This case exemplifies how platform delay, even if unintentional, can intensify harm in ways
that are irreversible.'?

Similarly, the incident involving Gungun revealed how misinformation and identity
misattribution can trigger collective digital harassment. Once a narrative gains traction online,
platforms often fail to intervene effectively, even when content clearly violates community
guidelines or privacy norms. The viral architecture rewards speed and engagement rather than
accuracy or ethical responsibility. In such contexts, the burden of disproving falsehoods is
unfairly shifted onto victims, who must navigate public scrutiny while lacking institutional
support or effective remedies.

' P. Chaudhary, “Child Digital Safety Policy in India: Challenges & Gaps in Protecting Online Youth,” Journal
of Contemporary Policy Research 12 (2024).

12'S. Duran-Alonso, “Growing Up Online: Comparative Legal Perspectives on Minors’ Privacy and Platform
Accountability,” 5 Digital Law Journal 187 (2025).
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The case of Payal Dhare (Payal Gaming) further underscores the dangers of deepfake
technologies and identity manipulation. When a fabricated video falsely linked her to explicit
content, the damage extended far beyond reputational harm. The persistence of such content
across multiple platforms, even after official clarification by law enforcement authorities,
revealed the limitations of platform self-regulation. Algorithms continued to circulate the
content due to engagement metrics, demonstrating how automated systems can perpetuate
harm long after its falsity has been established. This reflects a structural failure rather than an
isolated lapse."?

Similarly, Sweet Zannat, a social media influencer from Meghalaya, became a victim of digital
misidentification when her image was falsely associated with viral content. Despite her public
clarifications, the virality of misinformation persisted, highlighting the asymmetry between the
speed of digital harm and the sluggishness of corrective mechanisms. These cases collectively
reveal a troubling pattern: once a narrative involving a minor enters the viral ecosystem,
platforms struggle—or fail—to contain its spread, regardless of the damage caused.

From a legal standpoint, these incidents raise fundamental questions about intermediary
liability under Indian law. Section 79 of the Information Technology Act, 2000 provides
conditional “safe harbour” protection to intermediaries, shielding them from liability for third-
party content provided they exercise due diligence and do not knowingly facilitate unlawful
activity. However, the interpretation of “due diligence” remains ambiguous, particularly in the
context of algorithmic amplification. When platforms design systems that prioritize virality
without adequate safeguards, the distinction between passive hosting and active facilitation
becomes increasingly blurred.

The Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules,
2021 attempt to address this gap by mandating grievance redressal mechanisms, compliance
officers, and time-bound takedown procedures. Yet, these measures largely operate ex post
facto—after harm has already occurred. They do not sufficiently address the proactive
responsibilities of platforms in preventing foreseeable harm, especially where children are
involved. Moreover, the enforcement of these rules has been uneven, with limited transparency
regarding compliance and accountability.'*

Judicial responses have also been cautious and fragmented. Courts have occasionally issued
takedown orders or directed platforms to cooperate with investigations, but there remains no
coherent jurisprudence that articulates a clear duty of care for digital intermediaries toward
minors. The absence of such jurisprudential clarity allows platforms to rely on procedural
compliance rather than substantive responsibility, thereby perpetuating a cycle of reactive
governance.

Comparatively, international legal developments indicate a gradual shift toward proactive
platform accountability. The European Union’s Digital Services Act, for instance, imposes risk

13 J. Farrand, “How Do We Understand Online Harms? Regulatory Divergence and Platform Liability,” 78
International Journal of Digital Regulation 235 (2024).

14 “Empowering Social Media Law: Addressing the Urgent Need for Robust Digital Regulation,” International
Journal of Law, Rights & Access to Justice (Dec. 2025)
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assessment and mitigation obligations on large platforms, particularly in relation to systemic
risks such as the dissemination of illegal content and harm to minors. Such frameworks
recognize that algorithmic design choices have social consequences and must therefore be
subject to regulatory oversight. India’s current legal regime, by contrast, continues to place
disproportionate emphasis on post-hoc content moderation rather than preventive design
obligations. '3

The recurring nature of viral harm involving minors reveals a structural deficiency in digital
governance. Platform accountability cannot be limited to compliance checklists or reactive
takedowns. Instead, it must encompass a broader duty of care grounded in human rights
principles, particularly the best interests of the child. This includes algorithmic transparency,
proactive risk assessments, rapid response mechanisms, and meaningful remedies for victims.

Ultimately, the cases of Subhashree Sahu, Gungun, Payal Dhare, and Sweet Zannat are not
isolated incidents but symptomatic of systemic failures within digital ecosystems. They
underscore the urgent need to reconceptualize intermediary liability in a manner that reflects
the realities of virality, technological power asymmetries, and the heightened vulnerability of
children in online spaces. Without such reform, legal accountability will remain fragmented,
and digital platforms will continue to operate in ways that prioritize engagement over human
dignity.

5. Suggestions: Strengthening Child-Centric Digital Governance and Platform
Responsibility

The increasing incidence of digital harm involving minors reveals that existing legal and
regulatory frameworks are insufficient to address the complexities of online ecosystems. While
laws may exist on paper, their effectiveness is undermined by technological opacity,
fragmented enforcement, and the dominance of profit-driven platform architectures. A
meaningful response to these challenges requires a paradigm shift from reactive regulation to
proactive, child-centric digital governance grounded in the principles of prevention,
accountability, and rights-based protection.'®

A foundational reform must involve the recognition of children as a distinct category of
digital rights-holders. While general data protection and intermediary liability laws apply to
all users, children require enhanced safeguards due to their developmental vulnerability and
limited capacity for informed consent. Legal frameworks should explicitly adopt the principle
of the best interests of the child as a guiding standard for all digital governance decisions,
including platform design, data processing, content moderation, and algorithmic
recommendation systems. This principle, long embedded in international human rights law,
must be operationalized within domestic digital regulation rather than remaining a rhetorical
commitment.

15 “Online Exploitation of Children and the Role of Intermediaries: An Indian Legislative and Policy
Perspective,” Journal of Cyber Policy & Regulation (2021).

16 Ishan Gupta, “Evolving Scope of Intermediary Liability in India,” 23 Journal of Information Technology &
Politics 145 (2023).
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One of the most pressing reforms lies in the area of algorithmic accountability. Platforms
must be legally obligated to conduct child impact assessments before deploying or modifying
recommendation systems that could affect minors. Such assessments should evaluate
foreseeable risks, including exposure to sexualized content, misinformation, cyberbullying,
and identity misuse. Algorithmic transparency must move beyond superficial disclosures and
include independent audits, public reporting obligations, and regulatory oversight mechanisms
capable of examining how engagement-driven systems amplify harm. Without scrutinizing the
architecture of digital platforms, regulatory efforts will remain reactive and insufficient.!”

Another critical dimension is the strengthening of due diligence obligations for
intermediaries. Current frameworks largely rely on notice-and-takedown models, which place
the burden of action on victims and operate only after harm has occurred. A child-centric
approach requires the introduction of proactive duties, including early detection systems for
harmful content, robust age-appropriate design standards, and rapid-response mechanisms
tailored to child-related cases. Platforms should be required to demonstrate reasonable
preventive measures rather than merely asserting compliance after violations occur.

Equally important is the establishment of accessible and trauma-informed grievance
redressal mechanisms. Children and their guardians often face procedural barriers,
intimidation, and emotional distress when attempting to report online harm. Regulatory
frameworks must ensure that complaint mechanisms are simple, multilingual, responsive, and
supported by trained personnel capable of handling child-sensitive cases. Time-bound
resolution, transparent communication, and effective remedies—including content removal,
apologies, and psychological support—should be mandatory components of such systems.

The role of the State extends beyond regulation to include capacity building and institutional
coordination. Law enforcement agencies, judicial officers, child welfare authorities, and
cybercrime units must receive specialized training in digital evidence, online victimization, and
child psychology. Inter-agency coordination mechanisms should be strengthened to ensure
swift responses to cross-platform and cross-jurisdictional harms. Furthermore, partnerships
with civil society organizations, mental health professionals, and child rights experts can
enhance prevention strategies and victim support systems. '

Public awareness and digital literacy initiatives also form a critical pillar of child-centric
governance. Children, parents, educators, and communities must be empowered to understand
digital risks, recognize harmful content, and seek timely assistance. Education systems should
integrate digital citizenship and online safety as core components of curricula, fostering critical
engagement rather than fear-based avoidance. Empowering children with knowledge is
essential for building resilience against online harm.

Finally, regulatory reforms must be forward-looking and adaptive. As technologies such as
artificial intelligence, virtual reality, and immersive platforms continue to evolve, governance
frameworks must remain flexible and responsive. Periodic review mechanisms, stakeholder

17'S. Kashyap, “India’s Evolving Legal Battle Against Deepfake Technology,” 7 SCRIPT-ed 98 (2025).
18 Vishal Majithia, “The Changing Landscape of Intermediary Liability in India,” /I Indian Journal of Law and
Technology 201 (2019).
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consultations, and evidence-based policymaking are essential to ensure that regulation keeps
pace with technological innovation without compromising fundamental rights.

6. Conclusion: Reimagining Accountability in the Age of Virality and Digital Childhood

The digital transformation of society has profoundly altered the contours of childhood,
reshaping how young people interact with the world and with one another. While digital
platforms offer unprecedented opportunities for learning, expression, and connection, they
have simultaneously created environments where harm can spread rapidly, invisibly, and
irreversibly. The viral incidents involving minors discussed in this study are not isolated
aberrations but manifestations of deeper structural failures within contemporary digital
ecosystems.

At the heart of these failures lies a misalignment between technological power and legal
accountability. Platforms wield immense influence over information flows, yet their
obligations toward vulnerable users—particularly children—remain inadequately defined and
weakly enforced. Existing legal frameworks, both domestic and international, have struggled
to keep pace with the speed, scale, and complexity of digital harm. As a result, children are
often left unprotected in environments shaped by algorithms that prioritize engagement over
ethics and profit over protection.

Reimagining accountability in the digital age requires a fundamental shift in how responsibility
is conceptualized and distributed. It demands recognition that harm in digital spaces is not
merely the result of individual misconduct but a product of systemic design choices, economic
incentives, and regulatory omissions. Addressing such harm therefore necessitates moving
beyond reactive, punitive responses toward preventive, structural, and rights-based
approaches.’

A child-centric framework must place the best interests of the child at the core of digital
governance. This includes embedding safety-by-design principles into platform architecture,
ensuring meaningful oversight of algorithmic systems, and establishing enforceable duties of
care for digital intermediaries. Legal accountability must extend beyond content moderation to
encompass the broader socio-technical environments that enable harm to proliferate.

Equally important is the recognition that effective protection cannot be achieved through law
alone. It requires collaboration between governments, technology companies, educators, civil
society, and families. Building resilient digital ecosystems demands sustained investment in
education, awareness, and institutional capacity, as well as a commitment to listening to
children’s voices and experiences.

Ultimately, the challenge of protecting children in the age of virality is not merely a legal or
technological problem—it is a moral and societal one. The manner in which societies choose
to regulate digital spaces reflects their collective values and priorities. By centering child

19 P, Majumdar, “Family-Centered Approach to Child Protection Services in India,” 4 Child & Family Social
Work 32 (2025).
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dignity, safety, and well-being in digital governance, it is possible to transform online
environments from spaces of risk into spaces of opportunity, empowerment, and trust. Only
through such a holistic and principled approach can the promise of the digital age be realized
without sacrificing the rights and futures of its most vulnerable participants.
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